NorthbridgeSecure

Overview

The continuous expansion of cloud
and mobility in our daily lives is
gradually pushing organisations to
enable cloud-based access to
company data.

More often than not, if external data
access is difficult or not available at
all, employees take matters into
their own hands. Typically by
signing up for individual
consumer-grade cloud-based file
storage services. As a result overall
data security is jeopardised and
data administration becomes a
nightmare.

NetConnect LYF resolves this
problem by transforming your
existing file storage into your own
private cloud file storage service -
without requiring you to change
your current infrastructure.
Everything remains in place: your
file servers, your infrastructure, your
datal

Want to learn more?

visit northbridgesecure.com
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Product Description

NetConnect LYF enables secure and seamless access to
your files from any device of choice without changing
your existing infrastructure.

It gives you complete control over who accesses and
processes your data, a crucial part of today's overall
compliance strategy.

Deployed in less than 30 minutes, NetConnect LYF truly
is the missing piece in secure file access.

How does it work?

Once the NetConnect LYF virtual server is installed and
configured, users can simply access the internal
company file server via the NetConnect LYF application.

NetConnect LYF is available through a simple web
browser, or via our native iOS and Android mobile
applications. With NetConnect LYF, users can browse,
preview, download, upload and edit their files from any
device, anywhere.

To keep things simple and secure, users connect using
their Active Directory credentials and have access to the
same files they can access in the office. Data permissions
simply carry over from their existing profile.
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Benefits Features

NetConnect LYF enhances business B Active directory and Azure AD integration

productivity and continuity, some of the B Browse, download, upload, preview and edit your files
benefits include: from any device

B Compatible with any browser and mobile device (end

@@ Instant secure mobile and user)

web access to your files B Compatible with all Windows file servers, SMBv1 and
SMBv2 (backend)
(®) Complete control over data B Available as on premise virtual appliance or cloud
storage locations appliance (Azure, AWS)

B Full reporting on user activity

Integrates with live servers
without migration

What about security?
NetConnect LYF is built on
0 Crucial part of any data the powerful and secure
&9 compliance strategy NetConnect platform,

designed to enable and
control  secure remote
access for any organisation.

@)
Make files and folders

m, accessible or restricted
Active Directory integration

§_= Full monitoring and reporting ensures only authorised
capabilities users can access their files
and folders. Permissions
are simple to manage and
: No need for public cloud, adjust if necessary.
— deploy on on-premise servers

NetConnect LYF is self hosted and self managed to
ensure only you have controland access to your data. It is
a Lt Compatible with your current a separate secure server in your environment, acting as
= backup and security policies an air-gap to prevent direct access to your infrastructure
from the Internet.

All communications via the NetConnect LYF server are
highly encrypted (SHA-256 minimum) to ensure utmost
security for your most important asset - datal!

Technical specifications

Virtual appliance” Supported user devices Supported browsers
.1-CPU - Windows 7 and above - Internet Explorer
- 4GB RAM - Mac OSX10.6 to 10.11 - Firefox
+ 40GB hard drive - Android 4 and above - Safari
- Linux - Chrome
- Apple iOS g and above
Supported hypervisors - Chromebook
+ VMware ESX

- Microsoft Hyper-V
« Microsoft Azure
- Amazon Web Services Want to learn more?

»and more visit northbridgesecure.com

‘recommended configuration per 50 users



